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Legal notice

This manual contains important notes and warnings that could lead to serious personal and property

2MA

damage if ignored. Please read this manual carefully prior to commissioning the e-light switches.

Correct transport, correct storage, and installation and careful operation and maintenance of the e-

2MA

light are critical for safe operation.

Intended use

2MA

The devices in the e-light product family may only be operated as described in this manual. These

may only be used free of damage and according to the indicated environmental conditions. The

2MA

enclosure of the e-light may only be opened by eks technicians; the devices do not contain any

components that must be maintained by the customer.

Personnel requirements

Installation and commissioning of the e-light "

may only be completed by trained personnel who are
familiar with this operating manual. Furthermore, all work on electrical systems may only be completed
by an electrician or under their direction and supervision. Applicable local and national safety conditions

must be maintained at all times.

Voltage supply

The devices in the e-light 2MA

product family have been designed for operation with SELV voltages via an
LPS (Limited Power Source). These may only be powered via SELV/LPS conform with IEC 60950-
1/EN60950-1/VDE0805-1, which in turn are supplied with voltage via NEC Class 2 conform voltage
supplies.

2MA

The shielding of the RJ45 sockets is connected with the enclosure of the e-light to discharge faults.

Note any possible short circuits when using shielded cables.
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Laser equipment safety

2MA

The devices in the e-light product family include LED or LASER components as per

IEC 60825-1 (2007): class 1 laser/LED product.

CLASS 1
LASER PRODUCT

Warning!
Do not use optical instruments (e.g. lenses, microscope) to look into the beam of the optical

transceivers! Ignoring this warning may result in eye damage.

CE conformity

The devices in the e-light "

product family match the regulations of the EU guideline
2014/30/EU

Directive of the Council... regarding electromagnetic compatibility

with the following standard and standardizing documents in the currently applicable version:

DIN EN61000-6-2 Electromagnetic compatibility (EMC) — part 6-2:
Generic standards — Immunity for industrial environments
DIN EN55032 cl. A:2012 Information technology equipment

Radio disturbance characteristics — Limits and methods of measurement

Warning!

This is a class A product. It may cause radio disturbances in living areas; in this case, the operator can be
required to take appropriate measures and to be responsible for these.

The installation instructions in this manual must be followed exactly so that the EMC threshold values

indicated are maintained.

Disposal instructions

The device acquired by you may not be disposed of with regular household waste, but must rather be

returned to eks Engel GmbH & Co. KG for disposal.
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Foreword

Overview of the e-light

The devices in the e-light

YA broduct family

2MA product family are industrial Ethernet switches including

management features that can be configured comfortably and easily via a web application. These

enable low-cost installation of industrial Ethernet bus, star, and ring structures with switching

functionality.

In addition to the basic version of the e-light

ZMA, which is delivered without fiberoptic connections,

there are versions with two or four fiberoptic connections. These devices can be equipped with the

most diverse transceivers for single mode or multi-mode featuring plug connector types ST or SC.

Properties

»
»
»
»
»
»
»
»
»
»
»
»
»
»
»
»
»
»

Web application for configuration

Redundant voltage supply 12 VDC to 60 VDC with reverse voltage protection
Monitoring of individual input voltages via configurable alarms

Two relay contacts controlled via configurable alarms

10BASE-T/100BASE-TX (RJ45) and 100BASE-FX (MM or SM)

PHY and MAC completely compatible to IEEE 802.3, IEEE802.3u, and IEEE 802.3x
Auto MDI/MDI-X crossover function for 100BASE-T and 10BASE-T ports
Store-and-forward switching architecture with 2048 MAC address table

Quality of Service (QoS) with four priority queues

Prioritize via IEEE 802.1p Class of Service (COS), Type of Service (TOS)/DiffServ or port priority
Limitation of incoming and outgoing packets

Port mirror for TX or TX and RX packets

Port-based VLAN/802.1Q Tagged VLAN

Simple Network Time Protocol (SNTP)

Simple Mail Transfer Protocol (SMTP) for signaling alarms

Internet Gateway Management Protocol Snooping (IGMP Snooping)

Dynamical Host Configuration Protocol (DHCP) client function

Simple Network Management Protocol (SNMP)
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2 Update, save, and back up the system configuration via TFTP, HTTP and USB
2 Profinet (Conformance Class B, Netload Class ll)

Note:

Depending on the version of the programmed software, devices can be delivered featuring other

functions.
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2 Hardware Description

The front of the e-light >

switches is equipped with extensive displays, which provide information

concerning the current status of the devices. In addition to USB data line connections and the RS232 line

for configuration, there is also a reset button for resetting the device to the factory settings in case of an

unknown IP address and a labeling field for entering the programmed IP address.

2.1 Front view

VDC terminal

RS232 port ——
ﬁ\tg
88
88

USB port —|

e

Reset button ~

IP labeling field—

DIP switch ——

Q@ e-light 2“4 -

STATUS-LED54/ q

Relais terminal

Figure 1: Front view of the e-light 2MA

LWL-Transeiver

FiberView displays

RJ45 ports

switch with 2 LWL transceivers
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2.2 Reset button

The reset button can be used to restart the switch or to reset the configuration to the initial value:

2 Restart: Hold the button pressed down for a second and release it as soon as all LEDs light up.
The switch is now restarted.

2 Reset to initial value: Hold down the button for 5 seconds. The switch resets the complete

configuration to the standard settings and signals this after shutting off all LEDs briefly.

2.3 DIP switches

The e-light ™ switch features nine dip switches for configuring settings. The dip switches will be

connected in one of the next firmware versions. Currently, their status is not queried.

2.4 LED displays

The front panel of the switch features 5 diagnosis LEDs. Furthermore, each of the Ethernet ports

features two status LEDs. Optical ports feature optical ports FiberView.

2MA

The LED displays offer real-time information regarding the status of the e-light “", see Tablel.

LED Status Meaning

The VDC1 connection possesses sufficient

Green
voltage (12vDC)
VDC1
The VDC1 connection does not possess sufficient
Off
voltage
The VDC2 connection possesses sufficient
Green
voltage (12vVDC)
VDC2
The VDC2 connection does not possess sufficient
Off

voltage

Ring Green The switch is the manager in the MRP ring
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Off The switch is not the manager in the MRP ring
Green Profinet-AR-Status Online
Status
Off Profinet-AR-Status Offline
Voltage failure, port error, configured alarm
Red
active
Fault
No voltage failure, no port error, and no
Off
configured alarm active
LED Status Meaning
Green Connection available
LNK/ACT
Blinking Sending or receiving packets
(Optical port)
Off No connection
LIMIT Yellow Low signal level
(Optical port) Off Sufficient signal level
FAIL Red No connection
(Optical port) Off Connection available
Green Full duplex mode
FDX
No connection (LNK/ACT off)
(Ethernet port) Off
or half-duplex (LNK/ACT on)
LNK/ACT Yellow Connection available
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(Ethernet port)

Blinking

Sending or receiving packets

Off

No connection available

Tablel: LED description
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2.5 Ports

2.5.1 RJ-45 ports

The e-light *™* features four, six or eight RI-45 ports, depending on the design, each with transfer
rates of 10 mbps or 100 mbps. The ports detect the data rate automatically. Sending and receiving
lines are crossed appropriately via MDI/MDI-X auto-crossover so that connections are able to be

established with other devices, independent of the cable type used (1:1 or crossed).

2.5.2 Optical ports

The e-light * is equipped with up to four 100Base-FX ports, depending on the design. Depending
on the variation ordered, the LWL ports may have different plug connectors (ST, SC,) and be
suitable for different fiber types (multi-mode, single-mode).

Please make sure that the transceivers of the e-light ?** are always connected with transceivers of
other devices that are suitable for the same wavelength and the same fiber type.

With the exception of Bidi transceivers, which cannot send and receive simultaneously via one
fiber, the transmitters of a device must always be connected with the receiver of the opposite

device and vice-versa.
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2.5.3 Wiring

2 Use twisted-pair cable of category 5 or better to connect the RJ-45 ports. The electrical
connection cable between the switch and the connection partner (switch, hub, workstation,
etc.) may not be longer than 100 meters. Use metal shielded connectors on the cables.

2 Connect the multi-mode transceiver with 50/125 pum or 62.5/125 um multi-mode optical fiber
cables.

2 Connect the single-mode transceiver with 9/125 um single-mode optical fiber cables.

2.5.4 Voltage supply connection

Connect the supply voltage to VDC1 and GND clamping terminals. The redundant supply voltage
may now be connected to the VDC2 and GND clamping terminals. The terminal block for the voltage
supply is clamping and can be locked using two screws. Both voltage inputs feature reverse voltage

protection.

The permissible range for the input voltage is between 12 VDC and 60 VDC. The voltage must be
SELV/LPS-conform voltage as per IEC 60950-1/EN60950-1/VDE0805-1. Please observe the
instructions for SELV voltages according to the legal instructions at the beginning of this operating

manual.

VDCA1
VDC2
GND
GND

Figure 2: VDC connection terminal

Note: Please tighten the screws and check that all connections are stable.
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Note: Please note the corresponding cable cross-section of at least 0.5 mm? or 12~ 24 AWG during

wiring.

2.5.5 Differential relay connection

Clamping terminals K1/K2 and K3/K4 each feature a potential-free differential relay contact. The
relays act as alarm receivers and can be connected in the software with different alarm triggers.
Depending on the configuration, they activate, for example, in case of a voltage failure, RJ45 port
error or a LWL port error. In the software, the relay between K1 and K2 is marked relay 1, and the

relay between K3 and K4 is marked relay 2.

\

K1
K2
K3
K4

\

Figure 3: Relay terminal clamp

Note: The capacity of the relay contact amounts to 25 VDC (1A) of 60 VDC (0.3A).
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2.6 Installation on DIN mounting rail

The e-light ? switches are equipped with a fastener for 35 mm top-hat rails as per DIN EN 60175.
To install the top-hat rails, snap the devices onto the top side of the rail (Figure 4 left) and then
press downward against the spring force in the top-hat rail clip (1) and then into the assembly plate

(2). The top-hat rail fastener locks via spring force (3) as depicted in the Figure 4 right.

8

2

Figure 4: Installation on DIN mounting rail

For disassembly, follow the steps indicated above in the reverse sequence.

Optional to the top-hat rail fastener, a wall installation mount can be delivered. If the system is

fastened with the wall installation mount, then the top-hat rail fastener must be removed first.
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Warning!

2MA

Do not mount e-light switches directly beside devices that produce strong electromagnetic

interference fields, e.g. transformers, contactors, frequency inverters, etc.

Warning!

2MA

Do not mount e-light switches directly next to heat producing devices and protect the switch

against direct sunlight in order to prevent unwanted heating.

Warning!

ZMA switches

When operating in ambient temperatures above 50°C, the enclosure of the e-light
may heat above 70°C. Do not install the devices in areas that are accessible by unqualified

personnel.

Warning!
When operating in ambient temperatures above 50°C, measurements must be taken to check how
severely the plug connectors of the cables used heat up. Use of special cables that are suitable for

ambient temperatures above 80°C may be required.

Note:

2MA

In case of use on ships, e-light switches may not be fastened with the top-hat rail fastener on a

2MA

35 mm rail. The top-hat rail does not provide secure mounting. On ships, e-light switches must

be fastened using the wall installation mounting.
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2.7 Dimensions

Figure 5 indicates the dimensions of the e-light *"*.

i 145mm a1 e 70mm

eks»
=0000=
00000

130mm

g

§

&

2

T

Q

Y @)
—ANM<
MY

2MA

Figure 5: Dimensions of the e-light switch
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3 Network topologies/redundancy

2MA

The devices in the e-light product family can be used with various protocols in addition to use in

star-shaped switched-Ethernet networks and in redundant networks such as meshed networks or rings.

3.1 Star structure

Classic Ethernet star structures, see Figure 6, can be networked using devices in the e-light *"*

product family without additional configuration. The devices are immediately ready to function.

g ]

2MA

Figure 6: e-light in a star-shaped network
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3.2 Meshed networks
Use of the Rapid Spanning Tree protocol (RSTP) enables any Ethernet structures to be built, for
example, as displayed in Figure 7. STP and RSTP break these structures up into a tree structure and
reconfigure this tree structure in case of changes to the topology. The reconfiguration time is

typically less than 1 s for Rapid Spanning Tree.

2MA

Figure 7: e-light in a meshed network
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3.3 Ring structure

The e-light ** supports the Media Redundancy Protocol as per IEC 62439 (MRP ring), which
enables the system to recover from network failures within 200 ms or less. The MRP ring increases
the reliability of the network in this way. Figure 8 shows an example for use with ring functionality.

The switch can be configured as Manager and Client.

2MA

Figure 8: e-light in a ring-shaped network
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4 Web application

2MA

e-light switches are equipped with a modern web interface so that they can be configured

conveniently using any web browser.

4.1 Preparations

2MA cwitch in the network and

Before you use the web management feature, install the e-light
ensure that the PC intended for configuration of the switch is able to access the switch via the web

browser. The device credentials set upon delivery are available here:

2 User name: admin

2 Password: admin

Alternatively to administrator access, guest access with fewer permissions and adjusted menu
guidance is also available. The guest user does not have access to the switching and maintenance

functions and their sub-items. The access data are:

2 Username: guest

2 Password:  guest

Note:
Please change the passwords of the admin and guest users, before you use the device in your

network.

With factory settings the device has no IP-Address set. In Profinet-Projects please set the IP-
Address with the Automation Framework (e.g. TIA Portal). In non Profinet applications setup tools
that are capable of setting Device-Names and IP-Addresses via DCP may be used (e.g. Profinet

Commander)™.

! https://profinetcommander.com/
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4.2 System login

1. Start a web browser on your computer.
2. Enter the IP address of the e-light " switch used by you and then press the “Enter” key.

3. The login mask of the device now appears on the screen.

Username:

Password:

english

Figure 9: Login mask

4. Select the desired menu language.
5. Now enter the user name and password.

6. Press the “Enter” key or click “Login”. You will now enter the web interface for the switch.
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4.3 Web interface

The web interface of the e-light "* comprises the menu bar on the left edge, the information bar
in the top area, the actual configuration in the center, and the help on the right edge, see Figure

10.

4.3.1 Menu bar

The menu guide enables you to access the individual screens and complete settings there. The

menu items displayed are divided into additional sub-items.

4.3.2 Information bar

The information bar shows you the device type, name, location, and the IP address. The current
user is shown under the logout button on the right end of the bar. By pressing the button, you can
log out and lock the webgui of the device. The help button shows instructions and explanations for

the individual screens.

- T Tttt 1
1 Configuration
L

| |
| Logout | I Help 1

ks System Information i . Help
Status and Diagnosis

1 Menu bar 1
L_ _ |

fiber optic systems

AAlarms / Notifications - .
Status and Diagnosis
Device information IP Configuration 4
Port Statistics 2
This site gives you a complete overview of the state and the
Serial Number. 201307001 1P Address: 172.16.10.13 current configuration of the e-light 2MA.
Syslog Messages

The page you can see s divided into the menubar on the left

M 0:25:05:23ff-2e M
FiberView Podies UE0E Stk side, the information bar in the top, the status and
diagnosis page in the middle and the help on the right side.
LLDP - Topology Hardware Version: 1.0 Gateway:
Menubar
Firmware Version: 1.0 DHCFP: X inactive
B sasic Settings With the menubar you can open the different sites and do
the settings there. The seven points you can see in the
Port Configuration menubar are divided into some more points.
= Informationbar
Redundancy .
witching #| Name and location The informationbar displays the device type, the name,
Switching location, and the ip address. fi
IGMPSnooping:  /  active 7] Device type elight2xyz right side of the bar, you can see the current user. Ifyou
B ~ press the button, you get logged out of the device and itis
ccess
VLAN-Portbased: /  active 2| Device name: Industrial Managed Switch locked. The help button displays you notes and comments
= for each site.
Ry Maintenance
VLAN 802.1 ve Z | Device location: eks bH & = =
Q v i ks Engel GmbH & Co.KG Status and diagnosis
Quality of Service: /  active 7] Contact person:  info@eks-engel.de On the page called status and diagnosis you can see the
serial number of the device, the hard- and software version
Rate Control  adive 7] ofthe device and the activated or deactivated protocols and
functions.
T Ipsyou to get a compact and clear overview of
Time Settings 4 Access v n of the e-light 2MA and to
£ ed.
Systemuptime: 16 days, 3 h, 27 min, 19s. WebApp: v active With the edit buttons you can directly jump to the different
protocols and functions, to do the settings there.
System time: 06/27/2014 12:07:36 Commandiine: v active
SNTP: v active SSH: v acti
Ping: X inactive
SNMP: v activ s

Figure 10: Status and diagnosis
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4.4 System information

The system information screen offers you a complete overview of the status and current

configuration of the e-light *.

4.4.1 Status and diagnosis
On the actual status and diagnosis screen, an overview displays the currently activated and
deactivated protocols and functions in addition to the serial number, hard and software version of
the device. With the help of the editing buttons, you can directly change to the corresponding

protocols and functions to change the settings there.

4.4.2 Alarms/Notifications

The menu item alarms/notifications is used to define alarm triggers and alarm receivers. Alarm
triggers indicate which alarms of the software should be observed. If alarms occur for which an
alarm trigger is defined, then a log entry will be created and the Fail LED will be activated. In turn,
alarm receivers connected with the alarm trigger are informed or activated. Alarm triggers include,

for example:

2 astatus change at a port

2 temperature that is too high or too low
2 asupply voltage outage

2 Media Redundancy Protocol Error

2 Wrong Neighbor in Profinet-Projects
Alarm receivers are:

2 two error relays

2 SNMP traps

»Y E-mail addresses

The configured alarm assignments are displayed in lists with sequential IDs.

With the help of the alarm trigger and alarm receiver screen tabs, the view can be switched
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between:

2 Alarm trigger with assigned receiver

») Alarm receiver with assigned trigger

Add and edit alarm trigger

The alarm trigger screen tab (Figure 11) enables new alarms to be added by clicking the "+" button.
If alarms are already present, then they can be edited or deleted using the button on the right in
the table. When adding and editing alarms, the associated receiver can be selected in the lower
part of the screen and linked to the alarm trigger in this way. The following alarm triggers are

possible:

2 The Ethernet ports can trigger an alarm in case of activity, inactivity, and status change.

2 The optical ports may also report a weak signal in addition to activity, inactivity, and a status
change.

2 Alarms can be configured if an upper temperature limit is exceeded or if a lower temperature
limit dropped below.

2 The input voltages can be monitored individually. If one or both voltages are too low, then an
alarm can be triggered.

»» MRP events (ring interruption, ring connected again, generic warning) may create an alarm.

2 The device is connected to another device than configured in the Automation Portal. (Wrong

Neighbor
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ik System Information - )
Alarms / Notifications

Alarms / Notifications

PoctShatitie Add new alarm trigger

® TXport FX port Temperature Voltage
Syslog Messages
FiberView Port number: 1 2 3 4 5 6
H Basic Settings Trigger: = Portinactive Portactive Status change
Port Configuration
Bl switching Choose related receivers
Relay SNMP trap E-mail
E Access
Relay 1
Maintenance
Relay 2

Figure 11: Alarms/notifications: Adding an alarm trigger

Add and edit alarm receiver
By clicking the "+" buttons below the alarm receiver screen tab (Figure 12), new receivers can be
added. Both relays are already available as alarm receivers and may not be deleted, but rather only

linked with alarm triggers. SNMP traps and e-mail in-boxes can be added as new alarm receivers.

Alarm receiver: SNMP trap

With the simple network management protocol (SNMP), the generated error messages of the
device (which acts as agent) are sent to the management station which IP-address is specified in
the field “Trap receiver IP”. The receiver will not send acknowledgement messages. So there is no
guarantee that the trap receiver received the information. Furthermore you have to define a
community string to ensure the communication between the management station and the agent.

The settings will be confirmed by clicking the Create button.

Alarm receiver: E-mail
With the email notification, administrators can be notified about error. Enter an email address and
a SMTP-server IP (simple mail transfer protocol) to configure receivers. The device will send email

messages if a configured alarm is triggered. If required set up authentication credentials according
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to your needs. For this you have to select the checkbox “Authentication needed:” and define a
SMTP password. Optionally, the encryption can be activated by selecting the checkbox.
Subsequently, the port and the type of encryption can be defined.

The setting will be confirmed by clicking the Create button.

In the lower part of the screen, the alarm receivers can be assigned to previously added alarm

triggers.

fiber optic systems

ik System Information . )
Alarms / Notifications
Alarms / Notifications

POt SErttis Add new alarm receiver

®/ SNMP trap E-mail

Syslog Messages

FiberView Trap receiver IP:

LLDP - Topology Community string:

E Basic Settings

Choose related alarm trigger
Port Configuration
TX port FX port Temperature Voltage

Redundancy
Switching
E Access

Maintenance

Figure 12: Adding an alarm receiver

4.4.3 Port statistics
The port statistics screen (Figure 13) provides information about the data traffic on the individual
ports, which is helpful for diagnosis purposes in case of overloading or in case of network problems.
The complete number of sent, received, faulty, and colliding packets is displayed. Furthermore, the

size of the individual packets is recorded statistically up to a variety of threshold values.
Sent packets are differentiated in terms of:
2 Number of packets

2» Number of Unicast packets (packets to one receiver)

»» Number of non-Unicast packets (packets to multiple receivers)
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Received packets are differentiated in terms of:

2» Number of all packets
2 Total number of bytes received

2 Total number of fragments received

The CRC errors column provides information about the number of faulty received data packets. The
cyclical redundancy test, CRC (Cyclic Redundancy Check), specifies a test value using the transferred
data. This value is sent together with the data and evaluated by the receiver. Fault packets are

detected and discarded in this way.

The total number of all collisions and the late collisions are displayed in the collisions column.

The packets up to bytes column provides information about the number of packets in diverse sizes.
In this case, the number of packets received up to 64, 127, 255, 511, 1023, or 1518 bytes in size is

recorded.

Update and reset the values

In the status bar arranged above the table, the table can be updated by pressing a button. Using a
second button, the option is available to reset the counters of all ports and start a new evaluation
in this way. The time at which the evaluation was started is displayed in the status bar as the last

reset.

Sort and hide the entries
The port statistics offer valuable information about the network diagnosis. In order to simplify the

diagnosis, the option is available to limit the display to the important columns.

Individual columns can be hidden or sorted for this purpose using pull-down menus in the table

labels.
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b System Information

Port Statistics

Alarms / Notifications

Port Statistics Last sent and received packets

[@3] [@] Latestreset:  06/20/2014 12:16:16 GMT+01:00/ daylight saving time+01:00

Syslog Messages

Sent Packets Received Packets Collisions. Packets up to Bytes
Port. CRCErrors
Count Unicast NonUC Count  Bytes Fragments Total Late 64 127 255 511 1023 1518

FiberView

B sasic settings
1169 1169 0 78952 8914961 0 0 0 0o 45590 18013 11107 3743 1276 392

Port Configuration
2 1678 1678 0 1532 162865 0 0 0 [ 1341 158 77 63 16 1455

<
B switching 3 478 478 0 1252 175090 0 0 0 [ 877 238 184 57 133 241

Bl Access 4 36 3% (] 729 126861 (] 0 o 0 589 12 62 64 177 130

DRI 5 347 347 0 1475 210610 [ 0 0 0 1003 235 199 8 188 109
6 215 215 0 738 10729 0 0 [ [ 522 116 101 a3 103 68
7 0 0 0 [ 0 0 0 [ [ 0 0 [ 0 0 0

8 0 0 0 0 0 0 0 [ 0 0 0 0 0 0 0

Figure 13: Port statistics

4.4.4 Syslog messages
The Syslog messages (Figure 14) provide the user help for receiving status and error messages
about the various functions and protocols. The messages are displayed in the overview including
the date and time, plus a code, a description, and a reference. Because the log entries are not
saved in the device, they are no longer available after the device is restarted or if the voltage is
interrupted. In order to archive the messages permanently, the option is available to use an

external Syslog server or USB flash drive.

Using the Syslog server

In order to archive the messages on a Syslog server or to save them, activate this function via the
selection field in the top bar. Enter the IP address of the Syslog server in decimal points and save
the settings using the apply button that appears below. Please check if the server is able to be

reached and if the messages are being saved in a file.

Syslog to USB flash drive
To archive and save messages on a sub flash drive, connect an usb-device with the usb-port of the

e-light ZMA device and activate this function. After that save the settings with the apply button.
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Please check that there is enough memory free on the usb-device and if it saves the messages in a

file.

Update, export, and reset the entries

The following buttons are available for this:

2 Using the update button in the status bar arranged above the table, the table can be reloaded.

2 The CSV export button creates a CSV file (Comma-Separated Values) including all entries from
the table and saves these in the download folder of the browser. The messages are written in
a file separated into rows by a comma.

2 The button for deleting the log file removes all entries from the table and shows all of the
messages that occurred after this time. The time that the entries were deleted is visible via the

first log entry that appears.

Sort and hide the entries

The individual columns of the Syslog messages can be hidden or sorted for using pull-down menus

in the table labels.

iber optic systems

ik System Information
Syslog Messages

Alarms / Notifications

Port Statistics +/ Use SysLog Server Log Server IP Address 192.168.100.79

Syslog Messages

Last Entries
FiberView

[0] [esv] [@
E Basic Settings

Date/Time Code  Description [
Port Configuration 2014-06-12 10:40:16 0 Tx-Port not Down Port 1
Switching 2014-06-1210:38:08 [ Tx-Port Down Port1
E Access 2014-06-12 10:36:00 0 Voltage failure Voltage 2
Maintenance 2014-06-1210:33:52 0 Voltage failure Voltage 1

2014-06-1210:31:44 0 Tx-Port not Down Port1

2014-06-12 102728 0 Logflle reset by User! logFileReset()

Figure 14: Syslog messages
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4.4.5 FiberView

FiberView is a status display for optical ports. The three colors that are arranged as a traffic light,

i.e.

green, yellow, and red, intuitively indicate if the received light output is sufficient or if 3 dB

reserve are available up to the sensitivity threshold.

The FiberView menu (Figure 15) also indicates the names assigned in the port configuration to

make the diagnosis easier.

FiberView differentiates between the following conditions:

»
»

»

Green: The path is intact and the receiver is receiving a good signal level.

Green/yellow: The signal level in the fiber is close to the threshold value. The green LED
indicates that the communication remains possible via the path. Nevertheless, checking the
path is recommended.

Red: The connection at this port is interrupted.

In order to detect FiberView status messages immediately at this port as well, the states are

displayed directly next to the ports using colored LEDs. Speedy detection of problems with the

optical fiber cable connections is therefore ensured.

- System Information

2]
8

fiber optic systems

FiberView

Alarms / Notifications

Port Statistics Port7 Port 8

Syslog Messages No signal Signal is good

By FX-Port7 FX-Ports

LLDP - Topology

Basic Settings
Port Configuration
Redundancy
Switching

Access

Maintenance

Figure 15: FiberView
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Note: Light output as required for Profinet including specification of the received power in dB is not
supported. Threshold values that deviate from the 3 dB system reserve may therefore not be

specified.

4.4.6 Link Layer Discovery protocol — topology
The Link Layer Discovery protocol (menu see Figure 16) is a manufacturer-independent Layer-2
protocol, which is defined as per the IEEE-802.1AB[1] standard and offers the option to exchange
information between neighboring devices. On every device that supports the LLDP, a software
component operates as the so-called LLDP agent. This sends information in periodic intervals
concerning the actual status and receives information from neighboring devices permanently.
Because this occurs independently of each other, the LLDP is also referred to as a one-way

protocol. Before sending the information, no connection to the other devices is established.

The following information is compiled by the LLDP and sent:

2 System name
2 System description
2 Port description

LLDP interval
The LLDP interval parameter can be used to specify the time intervals (in seconds) in which the

device sends its own LLDP telegram to the neighboring devices.
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Fiber optic systems

L System Information
Link Layer Discovery Protocol (LLDP) - Topology

Alarms / Notifications

Port Statistics [ D Current Status x inactive
Syslog Messages
Current ascertained topology
FiberView -
Port VLAN Name 1P-Address Description
LLDP - Topology i o
E Basic Settings
2 0
Port Configuration 3 0
Redundancy i 0
Bl switching 5 0
E Access 6 0
Maintenance 7 0
8 0
Settings
LLDP Interval [s] [=] 2o [+]

Figure 16: Link Layer Discovery protocol (LLDP)
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4.5 Basic settings
The basic settings screen (Figure 17) offers you the option to assign the device a clear name, a

location, and a contact partner.

M4 3 hame to clearly identify the device.

2 Device name: Assign the e-light
2 Location: The location provides you an additional option for identifying the device.

2 Contact partner: A contact partner responsible for the device can be saved in the third field.
The input fields are configured so that up to 50 characters can be used. At least one character has

to be set. The use of special characters is possible. The device name and location are displayed in

the information bar in the above right and help you to assign the web interface to a device.

fiber optic systems

m System Information ) )
Basic Settings

£ Basic Settings
Name and location of this device

IP Configuration

Device name: Industrial Managed Switch
Password

Location: eks Engel GmbH & Co. KG
Time Settings

Contact person: info@eks-engel.de

Port Configuration

Redundancy

ped Switching

E Access

Maintenance

Figure 17: The basic settings of the e-light 2mA

4.5.1 IP configuration
You can either execute the IP configuration (see Figure 18) automatically with the help of the

Dynamic Host Configuration Protocol (DHCP) or adjust the settings manually.
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Automatic

In order to receive a configuration for the IP-Address, the subnet mask and the standard gateway
from a server working in the network with the corresponding functionality, activate the DHCP client
function.

After you have saved the settings by clicking the apply button, the device sends a query to the
network and accepts the configuration received by the DHCP server. Because the device has now
received a new IP address, it is no longer able to be reached via the standard IP. Please contact

your network administrator to receive a new IP address.

Manual

If your network does not possess a DHCP or BootP server, or if the settings should be made by
hand, then select the manual IP configuration via the top area of the screen. Please check exactly
which settings you change so that problems involving duplicate IP addresses do not result, since
these could have a negative influence on the entire network. The format of the IP address, the
subnet mask, and the gateway must be entered in decimal point format. The following settings are

required:

2 |IP address: Please note that the set IP address must be able to be reached from your PC so
that you can connect again with the device in order to make additional settings.

2 Subnet mask: Enter the subnet mask IP address; this separates the IP address into a network
component and a device component. This specifies which IP addresses are able to be reached
in the network and which addresses are located in other subnets and only accessible via
routers.

2 Gateway: Specify the standard gateway of switches. The gateway is used to communicate with

devices outside of the subnet.

PROFINET-DCP
If you configure the device in a profinet project the IP-Address is set with the DCP-Protocol by the
Profinet-Controller depending on the device name. If the device has an active connection to a

Profinet-Controller it is not possible to set the IP-Address in the Webinterface.
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ﬂ System Information ) )
IP Configuration
£ Basic Settings

automatic (DHCP) * manual
IP Configuration
Password IP Address: 192.168.10.1
Time Settings Subnet Mask: 255.255.255.0
Gateway: 192.168.10.1

Port Configuration
Redundancy
Switching

Bl Access

Maintenance

Figure 18: Changes to the IP configuration

4.5.2 Password

On the password screen (Figure 19), the pre-set standard password for administrator and guest

user can be changed. The current or former password must be known and entered. The user names

and rights of the administrator and guest are specified permanently and cannot be changed.

The following form fields are available:

2 New password: Please enter the password specified by you in this field for the previously

selected user. Please also note the instructions for providing passwords in the section below.

2 Confirm the password: To proceed with assurance that you have entered your password

correctly, repeat your password in this field.

2 Current password: Please enter the password used up until now, which should now be

changed.
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Instructions concerning passwords
The safety of your system depends significantly on the security of your passwords. For passwords,

we therefore generally recommend:

2 Do not use dictionary entries

2 Please use passwords that are as complex as possible
»» Combine letters, numbers, and special characters
2 Use lower case and capital letters

2 Your password should consist of at least eight characters

2 Do not write down the passwords

fiber optic systems

m System Information
Change Password
£ Basic Settings

Admin Guest
IP Configuration

User name: admin
Password

New Password:

Time Settings

Confirm Password:

= :
Port Configuration Current Password:

Redundancy
B Switching

E Access

Maintenance

Figure 19: Change the password for administrator and guest access

4.5.3 Time setting
The status bar in the top area of the screen for setting the time (Figure 20) displays the system time
and the date. The device running time is featured in the center. The far right features the currently

applied settings for the time zone and any possible offset due to daylight savings.
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When setting the date and time, select between the use of a time server and manual configuration.
The automatic configuration of the system time via Simple Network Time protocol (SNTP) has the
advantage that the time setting is updated in regular intervals. An exact system time is especially

sensible if the log file should be evaluated in case of a fault.

Set system time automatically via SNTP
In order to set the system time via SNTP, a connection to an SNTP server on the Internet is

required. The following settings are required when using SNTP:

2 SNTP server IP address: Enter the IP address of a time server that can be reached on the
Internet or locally. Please use the decimal point format.

»» SNTP server IP address (redundancy): In this field, you may enter the IP address of a second,
redundant time server. If the first server is not able to be reached, then the time will be
synchronized via this SNTP server.

2 Update interval: Please enter the time intervals at which the device should synchronize with
the time server here. In this case, note that the system time may possibly deviate severely
from the real time in case of large time spans.

2» Time zone: Please enter the time zone where the device is located.

Set the system time by hand

If the system time is set by hand, then you have the option of using the browser time or entering
the time and the date by hand and saving this.

To use the browser time, press the use browser time button, check the correct time/date, save the
correct date/time and save the values with the apply button.

If you want to set the date by hand, select the current date first via the input field. You can also
enter the date with the help of the keyboard: first two digits for the month, then two for the day,
and finally two or four digits for the year. Enter the time and the corresponding time zone and

check if everything has been accepted correctly. Save the settings using the apply button.
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B system information )
Time Settings

% Basic Settings

Systemtime:  06/30/2014 16:24:47 System Uptime: 5h,, 5min,, 35s. Time Zone: GMT=01:00/ daylight saving

IP Configuration time+01:00

Password -
System time

Time Settings *  automatic(SNTP) manual

Port Configuration

SNTP Server IP Address: 1419922
Switching =

SNTP Server IP Address (Redundancy): 141.99.254.254
B Access Update Interval [day/hrs./min.]. —] o [+]d [=] 1 [+]n [=] o [+]m
Ml ienance Time Zone: (GMT=01:00) Berlin -

# Daylight saving time settings

Start 03/30/14 - +lh [=] o [+|m
End 10/26/14 m =] 3 |&[n =] o [+|m
Offset: =| 1 [+]n

Figure 20: Time settings configuration

Daylight savings settings
If you would like to use the automatic changeover between winter and daylight savings time,

activate the daylight savings time option.

2 Beginning: Define the date and time when summer daylight savings should start.
2 End: Define the date and time that summer daylight savings should end and the time to
change to normal time again.

2 Offset: Please enter the time offset between summer daylight savings and the standard time.
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4.6 Port configuration

The table for the port configuration (Figure 21) provides an overview of the current configuration

of the individual ports. The columns Activated, Auto Negotiation, Flow Control, and Designation

may also be configured. The remaining fields are partially changed by configuring the ports and

updated by reloading the screen, or they provide an improved overview.

fiber optic systems.

u System Information

B sasic Settings

Port Configuration

Auto Negotiation Flow
5 Port Configuration Port Type Enabled Status MDI(X)
& Enabled Speed Duplex control
Port Mirroring 7 ﬂ 7 7 —_—

Redundancy
Switching
Bl Access

Maintenance

2 E v v MDI
3 E v v MDI
4 m v v MDIX
5 E v v MD|

6 ﬂ v v MDI

[ - A |
s mm v §

Figure 21: Overview of the port configuration table

The following columns are displayed:

TX-Port1

TX-Port2

TX-Port3

TX-Port4

TX-Port5

TX-Port6

FX-Port7

FX-Port8

Description

2 Port: Indicates the port number, which is also labeled on the enclosure (P1 to P8).

2 Type: Indicates via the help symbol if the port is an RJ45 port or an optical port.

2 Activated: The individual ports can be activated or deactivated here. This specifies whether a

port

is able to be used or not.

2 Status: Status signals the current status of the ports:

Green: The port is activated and a connection is present.

Red: The port is activated, but there is no connection.

Grey: The port is deactivated. A connection is not possible.

Green/yellow: The LWL port is active and a connection is present. The path should be

checked.
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2 Auto Negotiation: If this function is activated, the configuration of transfer speed and duplex

M4 and the connected recipient will take place automatically. If Auto

mode via the e-light

Negotiation is deactivated, then the settings can be set manually, and the communicating

devices must work with these settings:

® Speed: The data rate of the ports can be assigned permanently. The option of setting a
data rate 10 mbps or 100 mbps is possible.

® Duplex: Duplex modus can be switched between half and full duplex. This setting is

therefore specified permanently for a connection.

Note: If both link partners use Auto Negotiation, then it cannot be guaranteed that the link
partners will settle on 100 mbps full duplex. There will also be a duplex mismatch with output
impairment if one link partner uses Auto Negotiation and the other is set permanently to 100

mbps. We recommend setting link partners permanently to one speed and one duplex mode.

2 MDI(X): The e-light *™ switch may complete an auto-crossover by default. This means that
the switch independently recognizes whether a subscriber is connected via a crossed or
uncrossed cable.

2 Flow control: The flow control ensures that overloading at a port signals to the opposite
subscriber that it should send slower. If QoS (Quality of Service) is used, then the flow control
should be deactivated.

2 Designation: You can give the ports a name in this column. The names are displayed during the
complete configuration and facilitate selection of the correct settings and diagnosis in case of

an error. The port designations can be edited directly in the row where they are displayed.

4.6.1 Port Mirroring
Port Mirroring (Figure 22: Port Mirroring) is a method for mirroring the data traffic of a port in a
network (source) on a second port (target) in order to analyze it. Either only sent or sent and

received packets are able to be mirrored. The following settings can be made:

2 Port and port name: All of the ports are displayed here in order to select a target and one or
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multiple source ports.

2 Target port: If port mirroring is active, then the port can be selected here to which the data

should be duplicated.

2» The source port indicates from which ports sent (TX) or sent and received (TX and RX) data

packets should be forwarded to the target port.

After you have set the respective parameters, click the apply button to save and apply the settings.

Note:

Deactivate port mirroring in normal mode and only apply it for problem analysis.

fiber optic systems

n System Information

Port Mirroring

ﬂ Basic Settings

‘ ON
5 Port Configuration L
Port Mirroring

Port Port name

Redundancy
Switching
m Access

Maintenance

1

2

3

TX-Port1

TX-Port2

TX-Port3

TX-Portd

TX-Port5

TX-Porté

FX-Port7

FX-Port8

Current Status v active

Source Port
Destination
TXonly TXand RX

v

Figure 22: Port Mirroring
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4.7 Redundancy

The redundancy screen offers an overview of the available redundancy protocols and their status. It
isn't possible to activate multiple redundancy protocols at the same time, which is why only one
may possess active status. The edit button can be used to access the protocols, where the

configuration can be made.

The following protocols are available:

» MRP: Media Redundancy Protocol
»» RSTP: Rapid Spanning Tree Protocol

Use of the redundancy protocols guarantees your network increased failure security and availability

in case of faults.

4.7.1 Media Redundancy Protocol (MRP)
The Media Redundancy Protocol (Figure 23) is a ring protocol for highly available networks. The
MRP switches form a ring via the two respective dedicated ports. Exactly one switch in the ring is
configured as a redundancy manager. This redundancy manager uses special test packets to test
the flow capacity of the ring and completes a redundant connection if the ring is interrupted by a
fault.
The guaranteed reconfiguration time for up to 50 devices in the ring amounts to 200 ms. In a

typical application, the reconfiguration time normally amounts to less than 50 ms.

Attention! The ring may only physically be completed if MRP is configured completely.
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Ring configuration

The following settings are required for MRP:

2 First ring port: Please select a port that should work as the primary ring port.
2 Second ring port: Specify a second port that should work as the secondary ring port. Please

note that the secondary ring port cannot simultaneously function as the primary ring port.

2MA

2 Ring Settings: Please specify whether the e-light should act as manager or client. Please

note that only one manager can be used for each ring.

u System Information o
Media Redundancy Protocol (MRP)

B sasic settings
- B on Current Status v
Port Configuration
@ Redundancy
MRP
First ring port Second ring port
RSTP
Port1 v Port 2
Switching
Port status: forwarding Portstatus: forwarding
B Access

Maintenance

This device acts as: Manager * Cient

Figure 23: Media Redundancy protocol (MRP)

4.7.2 Rapid Spanning Tree Protocol (RSTP)
The Rapid Spanning Tree Protocol (RSTP) (Figure 24 and Figure 25) is a standardized method that
can be used to establish network structures including a ring. The protocol breaks the network into a
logical tree and deactivates redundant paths or activates them as required. The first step is to
select a root bridge, which depicts the root of the tree to be created. Starting from the root bridge,
the path to all of the other bridges in the network is specified. The paths that can be used for

communication are detected via the path costs to the individual bridges.
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Device settings

fiber optic systems.

m System Information i .
Rapid Spanning Tree Protocol (RSTP)
E Basic Settings

ON Current Status v active
Port Configuration

@ Redundancy

Device settings Port settings

MRP

Root Bridge Information
RSTP

Root port: 0 Designated Cost: 0
Switching Root Bridge ID 80:00:00:00:00:00:0000  Root Bridge MAC-address:  00:00:00:00:00:00
B Access
RSTP Settings
Maintenance
Forward delay [s]: - 15 |+ Hello time [s]: - 2 +
Maximum age [s]: - 20 + TX hold count: - 6 +
Bridge priority: —| 32788 |+

Figure 24: Rapid Spanning Tree Protocol — device settings

Root Bridge Information

The following parameters are displayed in this field:

2 Root port: Shows which port works as the root port, i.e. the connection with the lowest path
costs to the root bridge.

2 Root bridge ID: The bridge ID is a combination of bridge priority and MAC address of a bridge.
The bridge with the lowest bridge ID is selected as the root bridge. The Root bridge ID is the
bridge ID of the selected root bridge.

2 Designated cost: Path costs for root bridge

2 Root bridge MAC address: Displays the MAC address of the root bridge.




MAN_EL-2MA

Eks)) Operating Manual Version: 2.2.1 / 01.03.2018

Authorized by: C.G.

fiber optic systems

Page 48 of 74

RSTP settings
In order to discover the RSTP tree, every port of the switch completes a process involving the port
states before the ports transfer useful data. The time span that the ports remain in the individual

states is specified by timers. Under RSTP settings, the following can be adjusted:

2 Forward Delay: The waiting time before a port switches from the status Learning/Listening
(still no transfer of useful data) to Forwarding (transfer of useful data). A time between 4 s and
30 s can be entered. The basic setting features a forward delay of 15 s.

2 Maximum Age: The time that a bridge waits before attempting a new configuration if it does
not receive messages from the Spanning Tree configuration protocol. A time between 6 s and
40 s can be entered. In the basic setting, the Maximum Age amounts to 20 seconds.

2 Bridge Priority: This value is used to specify the root bridge. The bridge with the lowest value
selected as the root bridge. The value must be between 0 and 61440 and a multiple of 4096.
Changes to this value require a switch restart.

2 Hello Time: The time in which the switch sends a BPDU packet (Bridge Protocol Data Unit) to
check the current status of the RSTP. A time between 1 s and 10 s can be entered. The basic
setting for the Hello Time is 2 s.

2 TX Hold Count: The maximum number of hello packets of an interval transferred. Between 1

and 10 packets can be selected. In the basic setting, the TX Hold Count amounts to 3.

Note: Observe the following rules to configure the forward delay, maximum age, and hello time:

2 * (Forward Delay Time - 1) >= Maximum age >= 2 * (Hello Time + 1).

Recommended approach: Select a value for the "Hello Time" and calculate using the formula
2*(Hello Time + 1) according to the rule indicated above to determine the lower limit for the
Maximum Age. Select a value for the "Forward Delay Time" and calculate using the formula
2*(Forward Delay Time - 1) according to the rule indicated above to determine the upper limit for
the Maximum Age. Select a maximum age between 6 and 40 seconds between the calculated
limits.

After clicking apply, the RSTP protocol reconfigures itself and indicates any possibly changed root

bridge parameters in the top part of the screen.



MAN_EL-2MA

Version: 2.2.1 / 01.03.2018

eks»

Operating Manual Authorized by: C.G
fiber optic systems : .G.

Page 49 of 74

4.7.2.1.1 Port settings

n Systeminformationen . )
Rapid Spanning Tree Protokoll (RSTP)

Bl Grundeinstellungen

EIN Aktueller Status aktiv
Port-Konfiguration O e v .

@ Redundanz

MRP

Status. Rolle Prioritat

definiert designiert force auto
RSTP.

discarding 128 2000000 0
Switching

EI Zugriff

Wartung

2 discarding 128 2000000 0
3 discarding 128 2000000 ]
4 discarding 128 2000000 0
5 discarding 128 2000000 0
6 discarding 128 200000 0
7 forwarding 128 200000 0

8 discarding 128 200000 0

Figure 25: Rapid Spanning Tree Protocol — port settings

The port settings screen tab enables the following settings to be made:

2 Port: Displays the port number.
2 RSTP on: RSTP can be activated or deactivated for each port.
2 Status: This column displays the status of the individual ports. This is differentiated between:
® Blocking: Discards packets; does not learn addresses; does not receive and processes
BPDUs (Bridge Protocol Data Units = RSTP protocol packets)
® Listening: Discards packets; does not learn addresses; receives, processes, and transfers
BPDUs
Learning: Discards packets; learns addresses; receives, processes, and transfers BPDUs
® Forwarding: Forwards packets; learns addresses; receives, processes, and transfers
BPDUs
® Disabled: Discards packets; does not learn addresses; does not receive and process
BPDUs
2 Role: Each port is able to run in one of the following modes:
® Root Port: A port in the forwarding state that was selected for the best tree structure.
® Designated Port: A port in the forwarding state that has been selected for any switched

LAN segment.
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® Alternative Port: An alternative port to the root bridge that is also available in addition to
the current root port.
® Backup Port: A reserve path that is provided via a designated port in the direction of the
branches of the tree structure.
® Deactivated Port: A port that does not have any operating function in the tree structure.
2 Priority: Decides which port is treated with priority if the path costs to multiple ports are the
same. Priority must be a multiple of 16 between 0 and 240.
2 Costs: The path costs from this bridge to the opposite bridge. The costs can be between 1 and
200,000,000.
® Defined: The costs of the connection to the root bridge can be specified to include cable
lengths or maximum data rates.

® Designed: Calculated path costs.

2 Edge port: Indicates a port that is connected directly with an end station. These ports cannot
cause loops and therefore immediately change to forwarding mode. The status change of an
edge port will not lead to a change in the topology.
® Force: The port is configured by default as an edge port.

® Auto: The configuration as edge port takes place automatically.

After setting the RSTP parameters, these must be saved by clicking the apply button.
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4.8 Industrial Protocols

4.8.1 Profinet
Profinet is the abbreviation for Process Field Network and describes the open industrial Ethernet-

2MA switch is developed as a Profinet 10-Device for the

standard for the automation. The e-light
connection of decentralized periphery to a Profinet controller. The device supports conformance
class B and Netload Class lII.

On the webpage you can activate the Profinet functionality and the other settings.

GSD-File: The downloadable configuration file offers the device description of the Profinet field
device. The file is written in General Markup Language (GSDML). The file includes information

needed during project planning with the Profinet controller.

Port enableDCPIX  Port name.
1 Port1

Figure 26: Profinet and DCP configuration
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4.9 Switching

The switching screen offers an overview of activated and deactivated functions in the switching

area.

Aging Time: This indicates the period of time during which a MAC address remains after removal
from the port or switching of the device. You can select values between 16 and 4080 seconds in

steps of 16 seconds. The default value is 304 seconds.

4.9.1 IGMP Snooping

The Internet Group Management Protocol (IGMP) is used by switches, routers, and hosts to set up
multi-cast groups. If IGMP is activated, multi-cast data traffic does not need to be sent to every
individual multi-cast receiver, but rather only to each group. This severely reduces the network
load.

IGMP snooping works on Layer 3 of the OSI model and is extended by the Layer 2 protocol IGMP
snooping (Figure 27: IGMP Snooping). IGMP snooping listens to the IGMP data traffic and learns via

which ports the multi-cast data must be sent.

IGMP snooping settings

The following settings are displayed and can be adjusted:

2 VLAN ID: IGMP snooping operates on VLAN basis and can be activated for each individual
VLAN ID.

2 Fast Leaver: If a multi-cast group should be removed, then there is normally a query whether
no subscriber is really available in the group (query message). Fast Leaver is a port that
removes a multi-cast group without any additional query. This setting is interesting for ports
that are only connected with one multi-cast receiver.

2 Learned Ports: Shows which ports are connected with multi-cast receivers and which ports
should be forwarded the corresponding multi-cast data.

2 Static Ports: Freely configurable ports that should always receive multi-cast data independent
of IGMP messages.

2» VLAN name: The name of VLANSs.
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IGMP Snooping
B sasic settings

OoN | Current Status v

Port Configuration
Redundancy VIANID  IGMPSnooping ~ Fastleaver  Learned ports Staticports VLAN Name
% Switching 1 1,2 2,3 Default
IGMP Snooping
VLAN - Port based

VIAN 802.1Q

Quality of Service

Rate Control

Settings

Enable querier. v

Report suppression “

Figure 27: IGMP Snooping

Additional Settings

2 Activate querier: If no multi-cast router is present in the VLAN and the IGMP queries are sent,
you can configure here that query packets should be created from this switch.

2 Suppress report: If receivers join multi-cast groups or leave them, then they transfer status
reports to the IGMP protocol. This status data can be bundled by the IGMP snooping protocol

by activating "suppress report". By limiting the necessary reports, the network load is reduced.

4.9.2 VLAN 802.1Q

A virtual LAN (VLAN) is a group of ports that may be somewhere in the network, but communicate
as if they were in the same area. VLANs can be used to separate departments (R&D, marketing),
applications (e.g. E-mail), or multi-cast groups for video transfers, which thereby simplifies network

management.

In case of VLAN as per 802.1Q, Ethernet-data packet feature a VLAN tag, an extension, that includes
a VLAN-ID, a clear number for the VLAN that the data packet belongs to. Which ports should send
data Packets of VLAN with a VLAN tag and which ports should send data packets of a VLAN without
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a VLAN tag can be configured comfortably in the VLAN web interface menu (Figure 28: VLAN
802.1Q). In addition to this, VLANs are added using the “+” buttons or the following settings can be

changed via editing with the edit button:

2 VLAN ID: This identification number is clearly assigned to a VLAN. VLAN IDs between 1 and
4094 are possible.

»» VLAN name: Any name for the VLAN.

»» VLAN packets are sent to untagged ports without a VLAN tag.

2 VLAN packets are sent to tagged ports with a VLAN tag.

fiber optic systems

u System Information

VLAN 802.1Q
m Basic Settings
VLAN: Port:

Port Configuration =

ik
Redundancy

VLAN ID VLAN name Untagged ports Tagged ports
> switching 1 Default 45 7]

IGMP Snooping 2 voip 1,2 | #

VLAN - Port based 3 Management 1,2,37,8 4

e [= =1]

AR 4 Entwicklung 3,6,7,8 4,5 s

Quality of Service

Rate Control

ﬂ Access

Maintenance

Figure 28: VLAN 802.1Q

Use the delete button to remove any VLANs except for the default VLAN (VLAN ID 1).
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Use of VLANSs as per VLAN 802.1Q

If data packets that do not include a VLAN tag are received by a port, then they receive the VLAN-ID
of the VLAN for internal processing that is configured as the untagged receiver port. Each port may
therefore be configured as untagged for a VLAN. If data packets are received that contain a VLAN
tag, then these are discarded if their VLAN-ID does not correspond with the default VLAN-ID or the

VLAN-ID of a VLAN that is assigned to the receiving location tagged or untagged.

All incoming data packets therefore possess a VLAN-ID internally. This internal VLAN-ID decides
which ports the data packets are exported on. The data of the default VLAN is exported to all ports,
while the data of other VLANs are only exported to ports that are assigned to the VLAN with the
VLAN-ID of the data packets.

If the data packets are sent with or without a VLAN tag is decided by the type of port assignment to
the VLAN. If a port is assigned to a VLAN tagged, then data packets are sent with the VLAN-ID of the
VLAN on the corresponding port with a VLAN tag. If the VLAN is assigned untagged, then the

packets are sent on the port without a VLAN tag.

Attention! Packets of the default VLAN are output to all ports. The default VLAN should therefore
be used for management packets. Ports without a VLAN assignment must be assigned to a VLAN
that is not used so that packets that are received on these ports are not able to enter the default

VLAN (see Fehler! Verweisquelle konnte nicht gefunden werden.).

Attention! Packets with the VLAN tag 1 are received on all ports and output to all ports.
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4.9.3 Quality of Service (QoS)

Quality of Service (Figure 29: Quality of Service) influences the data traffic in the switch so that
services are available to the receiver with a specified quality. In addition to this, data packets are
sorted depending on different priority processes (port-based, class of service, type of service) into
four priority queues, which are emptied at the exit corresponding with a priority mode (strictly and

weighted).

Fiber optic systems

n System Information . .
Quality of Service
B sasic settings

[ B Current Status v active
Port Configuration _| i
% switching QoS mode: Type of Service first ~  Priority mode: Fixed priority queuein; g

VLAN - Port based

Port based Class based Type based

VLAN 802.1Q

Quality of Service

Rate Control

E Access 2 TX-Port 2

Maintenance

2

5

ES

g

o
O c N R P o

© N e uw s w
o
o
a
o

Figure 29: Quality of Service

Priority process

The following priority processes can be selected:

2 Port-based only: The priority takes place exclusively based on the port priority.

2 Class of Service (CoS) only: The priority takes place based on the CoS fields in the VLAN tag of
the data packets. Non VLAN packets are guided to the priority queue with the lowest priority.

2 Type of Service (ToS) only: The priority takes place based on the ToS fields in the IP header of
the IP data packets. Packets without ToS field or non-IP packets are guided into the priority

gueue with the lowest priority.
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2 Class of Service first: Packets with COS information in the VLAN tag are prioritized after this.
Packets without CoS information are prioritized according to the ToS field in the IP header or

according to port priority in case of a missing ToS field.

2 Type of Service first: Packets with ToS field in the IP header are prioritized after this. Packets
without ToS information are prioritized according to the CoS field in the VLAN tag or according

to port priority in case of a missing VLAN tag.

Output: Priority mode

2 Strict priority diagram: In case of a strict priority diagram, all of the packets from the higher
priority queue are sent first, and then packets from the next lower priority queue are sent.

2 8-4-2-1 weighted sequence: After 8 packets in the highest priority queue have been sent, 4
packets in the second-highest, 2 packets in the third-highest, and 1 packet in the lowest
priority queue will be sent. This approach avoids extreme waiting times for packets with the

lowest priority.

Note: If Quality of Service is used, the flow control must be switched off, since activated flow

control will transfer data packets throttled and independent of the priority (see section 4.6).
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4.9.4 Rate Control
The rate control (Figure 30: Rate Control settings) can be used to limit different types of packets to
an adjustable data rate. This can be used, for example, to ensure that an excessive number of

broadcast packets (packets that are sent to all subscribers) do not disturb the normal Unicast data

traffic (packets that are only sent to one subscriber).

iber optic systems

A system information
Rate Control
Ed sasic settings

c s

Port Contlguration [ X urrentStatus v/

= "
ST Rate Control settings

VLAN - Port based Port Ingress Packet Type Ingress Limit Egress limit

VLAN 802.1Q 1 all 8mbps no limit

Quality of Service 2 all 8mbps no limit

Rate Control 3 Broadcasts only 256 kbps 256 kbps

B Access 4 8roadcasts only 256 kbps 256 kbps

Maintenance 5 8roadcasts only nolimit nolimit
6 Broadcasts only no limit no limit
7 Broadcasts only no limit no limit

8 Broadcasts, Multicasts and unknown Unicasts 128 kbps 128kbps

Figure 30: Rate Control settings

The following settings can be made:

2 Port: Indicates the port number.
2 Type of incoming packets: Indicates which types of data packets should be limited:
® All: All packets are limited.
® Broadcasts: Only broadcast packets are limited.
® Multi-casts: Only multi-cast packets (packets to receiver groups) are limited.
® Unknown Unicasts: Only Unicast packets from unknown receivers are limited.
2 Limit incoming packets: The data rate limits of incoming data. 128 kbps, 256 kbps, 512 kbps, 1

mbps, 2 mbps, 4 mbps and 8 mbps are possible. "No limit" is defined as a standard value.
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2 Limit outgoing packets: The data rates limits for outgoing packets. These always relate to all
packet types. 128 kbps, 256 kbps, 512 kbps, 1 mbps, 2 mbps, 4 mbps and 8 mbps are possible.

"No limit" is defined as a standard value.

The desired settings can be saved by pressing the apply button.
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4,10 Access

The access menu item (Figure 31: Selection of different access options) is used to specify the paths

ZMA switch.

that will be used to access the e-light
2 Ping: In order to check if the device is able to be reached in your network, you can send
queries to the device, which will send a response. The responses to these ping packets are

suppressed if you deactivate ping under access.

fiber optic systems

Navigation
Zugriff
Systeminformationen
E Grundeinstellungen Ping
Port-Konfiguration ))
Redundanz
Y

Industrieprotokolle

B Switchin, i
- s Einstellungen

8 Zugriff

Zeit bis zum automatischen Logout [Min]: - 10 +

SNMP

Wartung

Figure 31: Selection of different access options

Settings
The time until automatic logout specifies how long a session remains in the web management
without activity until an automatic logout takes place. The time can be configured between 3

minutes and 30 minutes.

The apply button can be used to save the settings.

4.10.1 Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) is used to monitor and control network
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elements via a central station. Which settings in a network element can be changed and

which values can be queried is not defined in the SNMP, but rather in the so-called MIBs

(Management Information Base). In addition to several generally applicable MIBs, most of

the devices also feature manufacturer-specific MIBs with device-specific information.

SNMP queries are sent from the management station with a so-called community string,

which represents a simple access limit. Responses are only provided for queries featuring a

community string that matches a community string that is defined in the switch. Because

the community string is sent in plain text via the network, its use does not necessarily

increase the security.

fiber optic systems

E system information

Simple Network Management Protocol

Ed sasic settings
Port Configuration
™
Redundancy

Switching
8 Access “
SNMP 4

Maintenance

Current SNMP Accounts

Adivated  Community String

Administrator

Users

Guest

read/write

= = =

Settings

Figure 32: Overview of currently available SNMP accesses

SNMP accesses

In the SNMP menu (Figure 32: Overview of currently available SNMP accesses) of the e-light

2MA

switch, community strings can be added, edited, or deleted. The following settings can be

configured in this case:

2 Active: Shows which strings are active at which community and which are not

»» Community string: The accesses are defined via a clear name, which can be set here. A name
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may feature a maximum 32 characters.

2 Read only: Queries with this community string are answered, but they cannot adjust settings
at the switch.

»» Read and write: Queries with this community string are answered and may adjust settings at
the switch.

»» Remove: Delete the community strings

The e-light *"* supports SNMP versions V1 and V2C. Please select the desired version.

Save the settings by clicking the "create" button.
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4.11 Maintenance

The maintenance menu item is divided into the items backup, restore, firmware update, factory

settings, and restart, which are described in the following.

4.11.1 Backup

2MA 35 a file.

This menu item offers you the option to save the current configuration of the e-light
The backup can be stored via TFTP-server (Trivial File Transfer Protocol), as download or via usb-
device. In connection with restoring, the backup function enables you to save all settings and reload
them later to the device or use the current configuration in other devices.

The device creates a file with all settings. You have to store this file and can load it again to the

device with the restore function.

2 TFTP-server: The backup-file is stored on a tftp-server which is available in the network. The
tftp-server uses the trivial transfer protocol, a very simple file exchange protocol. The filename
and the ip-address of the server is necessary to store the file on the server.

2 Download: The backup-file is stored in the download folder of the used browser or the user
can choose a folder where the file will be stored. The filename which is used in the option tftp
will be used

2 USB: At the usb-port of the device you can connect an usb-device. With this option the
backup-file will be saved on the usb-device.

Enter a unique filename which you can assign to the e-light "

even after a long time.
If all the parameters have been entered correctly, press the button “Start Backup” to store the

device configuration file. Confirm the settings in the notifications window.
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4.11.2 Restore

This menu item is used to import a configuration that was previously saved as a backup file. It can

be loaded vie tftp-server, as an upload or vie usb-device.

2 TFTP: The backup-file is loaded from a tftp-server which is available in the network. The server
uses the trivial file transfer protocol, a very easy data transfer protocol to exchange files.

2 Upload: The backup-file is stored on the used computer and will be transfered from this
computer to the e-light VA Jevice.

2 USB: The backup-file is stored on an usb-device and is transfered from the usb-memory to the

2MA

device. The usb-device is connected to the usb-port of the e-light

fiber optic systems

m System Information

Restore
E Basic Settings
3 TFTP-Server IP Address: 192.168.100.71

Port Configuration S

Filename: RestoreFile.bin

o
Redundancy Password: * Keep current password
Reset password from restore file

Switching

IP configuration: » Keep current IP configuration
E Access Load configuration from restore file

Maintenance

Backup

Restore

Firmwareupdate

Factory reset

Reboot

Figure 33: Settings for restoring a configuration

Settings TFTP

2 TFTP server IP address: Enter the ip address of an available tftp-server in the network. Use the
decimal dot notation.

»

Settings TFTP, USB or HTTP

2 File name: The filename of the switch configuration file, which is stored on the tftp-server.

Please enter the name relatively to the root directory.
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2 Password: Here you can choose whether the current passwords shall be kept or reset to the
default password
2 |IP configuration: Choose whether the current IP address, subnet mask and gateway should

remain as they are at the moment or were set to the standard values.

Press the button "Start restore" to start the restore process. Doublecheck the settings in the popup

window and confirm to reload the settings. After the process is done the device will reboot.

4.11.3 Restore via USB stick

The e-light ? switch may also be restored without web interface access, provided a USB stick with
a configuration file is present while the device is starting. The file name of the configuration file
decides if the IP configuration of the switch should be overwritten or not.

If the configuration file configWithoutlp.bin is present on the USB-Drive (in the root folder) while

2MA

the device is starting, all e-light settings up to the IP configuration are replaced by the settings

from the file. If the file is not available and a configWithlp.bin is not available on the USB stick, then

all of the settings of the e-light 2MA including the IP configuration will be replaced with the settings

from this file.

2MA

If one of these configuration files is available, the e-light switch several seconds after starting

up with the settings from the configuration file. This is indicated when all of the LEDs light up again.
The password settings are always kept for this type of configuration. If both files are present on the

USB-Drive the file configWithoutlp.bin will be used.

4.11.4 Firmware update

2MA

The menu item firmware update can be used to update the firmware of the e-light “"". Please only

use firmware versions that are recommended by eks Engel GmbH & Co. KG and have been

developed for the devices of the e-light **

series. Before starting the update process it is
important to stop the redundancy protocols and to open the MRP ring. The device can get the new
firmware by downloading it from a directly connected USB-Device or a TFTP-Server, which is
accessible in the network. With the option upload it is possible to use a firmware which is stored on

the computer or server in your network and store it on the e-light **.
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Attention! Please do not complete this action if you have not been authorized to do so by the
manufacturer beforehand. This function should only be used if problems occur that are only able to
be corrected by changing the device software. For this reason, you will only receive new or changed

firmware if the manufacturer considers it to be necessary.

Update via TFTP-Server
To update the firmware by using a TFTP-Server, the new firmware file has to be stored in the TFTP-
Server root directory. Please write down the name of the file or remember it. Now open the web

interface of the e-light ?"

and choose Firmware update over TFTP. Insert the IP-Address (Version
4) of the TFTP-Server in the field "TFTP-Server IP Address" and the name of the firmware file in the

field filename. Press the button "Start Firmware update" to install the new firmware on the device.

Update via Upload

Press the button "select file" and a new window will open and show you the content of your
computer. Select the firmware file and press the button open, to upload the file to the e-light >,
The upload of the firmware file will start and you can see the progress status. When the upload has
finished the progress window will close and you can check the name of the uploaded file in the field

Filename. Press the button "Start Firmware update" to install the new firmware on the device.

Update via USB

To update the firmware by using the usb-function store the file with the new firmware in an usb-
device and write down or remember the name of the file. Connect the usb-device to the e-light **"*
and choose the point Firmware update over usb. Insert the name and extensions of the file in the

field filename. Press the button "Start Firmware update" to install the new firmware on the device.

Attention. Please follow these rules during the firmware update:
2 Do not disconnect the device from the supply voltage.

2 Do not disconnect or replace any network connections.
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2 Do not press the reset button on the top side of the device.

During the update, a progress display appears in the web interface. As soon as the update is

2MA s\witch will restart.

completed, the e-light
4.11.5 Factory settings

This menu item is used to reset the device to the factory settings.

Settings:

2 Password: Specifies whether the password settings should be maintained if the configuration
is reset or if they should be overwritten with the factory settings.

2 P configuration: Specifies whether the IP address, subnet mask, and gateway should be
maintained or if they should be overwritten with the factory settings.

2MA

By clicking the "Set factory settings" button, the e-light switch is reset.

4.11.6 Reboot

A reboot or software reset can be executed here. By clicking the reboot button, the switch's
program is stopped and the device is rebooted.

The reset switch on the front side of the device has the same function and restarts the software,
see section Reset button. Alternatively, you can switch both supply voltages of the switch on and

off to complete a hardware reset.

4.11.7 Licenses

Manufacturer information

2MA switch if

Get in contact with the eks Engel FOS GmbH & Co. KG as manufacturer of the e-light
you have serious problems during the configuration of the switch, or if you have questions to which
you don't get an answer in the data sheet or in the manual. Read the chapter in the help text of the

device and the manual before you get in contact with our support.
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User manual

With this link you can download or open the manual of the e-light "

in the portable document
format (*.pdf). To read the manual a pdf-viewer is necessary which you can download in the

internet for free. For example you can use the adobe acrobat reader.

SNMP - Management Information Base

2MA

To configure the e-light ", the parameters have to be defined. The description of these

parameters is done in a file called the management information base.

License information

The linked file license.txt contains information concerning the used "open source software".

Profinet GSD file

The GSD-file describes the functionality of the e-light "

to integrate the device into the profinet
environment. The GSDML-File (generic station description markup language) is a xml-file which is

language independent.
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5 Instructions for troubleshooting

»
»

»

»

Check the correct voltage supply. One of the VDC LEDs must be glowing green.

Check the link/act LEDs of the wired RJ45 sockets and the optical fiber cable transceiver. If the
connection is established, the link LEDs will light up, and they will flash in case data is being
transmitted.

Check the wiring of the RJ45 sockets. Select the correct network cable. Use "unshielded
twisted pair" (UTP) or "shielded twisted pair" (STP) for RJ45 connections to establish the
network: 100Q category 3, 4, or 5 or better cables for connections with 10 mbps or 100Q
category 5 or bettercables for connections with 100 mbps. Make sure that the cables are no
longer than 100 meters.

2MAg\witch to the

In case of doubt, disconnect redundant network structures and set the e-light
factory settings. If the communication functions, enter your settings gradually and observe

which settings result in the error.
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6 Technical specifications

8 Tx

EL100-2MA-8TX

6Tx, 2Fx

EL100-2MA-6TX-2FX-MM-ST EL100-2MA-6TX-2FX-MM-SC

EL100-2MA-6TX-2FX-SM-ST

EL100-2MA-6TX-2FX-SM-SC

4Tx, 4Fx

EL100-2MA-4TX-4FX-MM-ST

|tem Number 044200010006000231 044200010006000233 044200010006000251 044200010006000253
100 FX Ports 2xST 2xSC 2xST 2xSC
Fibertype Multimode Singlemode

Fibertype 50/125 pm 9/125 um

Typical Attenuation |1 dB/km 0,3dB/km

Wavelength 1300 nm 1310 nm

Budget 10 dB (+ 3 dB system reserv) 18 dB (+ 3dB system reserv)
Max.-Distance 5000 m 30 km (others on request)

EL100-2MA-4TX-4FX-MM-SC EL100-2MA-4TX-4FX-SM-ST

EL100-2MA-4TX-4FX-SM-SC

Item'N um ber 044200010004000431 044200010004000433 044200010004000451 044200010004000453
100 FX Ports 4 xST 4 xSC 4 x ST 4 xSC
Fibertype Multimode Singlemode

Fibertype 50/125 pm 9/125 um

Typical Attenuation |1 dB/km 0,3dB/km

Wavelength 1300 nm 1310 nm

Budget 10 dB (+ 3 dB system reserve) 18 dB (+ 3dB system reserve)

Max.-Distance

5000 m

30 km (others on request)
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10/100 Base Tx-Ports

RJ45 / auto-negotiation / Auto MDI / MDI-X / Supports cables up to a length of
100m

Power supply

12-60 VDC redundant voltage supply

Power consumption Maximum 8 W

Electrical isolation 500V

Dimensions H: 157mm, W: 70mm, D: 130mm
Weight 850 g

Enclosure Stainless steel, powder-coated
Storage temperature -40°C—+85°C

Operating temperature -40°C— +55°C

Humidity Moisture 5-95% RHD non-condensing
EMC EN 61000-6-2 / EN 55022 Class A
LED display Status LEDs / port LEDs (yellow / green) / voltage supply (green)
IEEE 802.3 10Base-T Ethernet / IEEE 802.3u 100Base-TX and 100Base-FX Fast
IEEE Ethernet / IEEE802.1d spanning tree / IEEE802.1w rapid spanning tree / IEEE
802.1p class of service / IEEE802.1Q VLAN Tag
Protocol CSMA/CD
Management SNMP management, Web interface management
RFC 1213 MIBII / RFC 1493 Bridge MIB / RMON RFC 1757 / RFC 2674 VLAN MIB
/ RFC 1643 Ethernet, and MIB / RFC 1215 Trap MIB
SNMP MiB Private MIB for switch information, ring, port alarm, TFTP firmware update,
reset, port mirror, IP security management, IGMP management MIB
Technology Store and forward switching architecture, Profinet Class B, Netload Class IlI
SNMP trap Trap receiver / cold start / port link up / port link down / authentication fault /

private trap for power status / port alarm configuration / fault alarm ring

Transfer rate

14,880 pps for 10 Base-T Ethernet port
148,800 pps for 100 Base-TX/FX Fast Ethernet port

MAC address table 2K MAC address table

Packet filters 4 types of packet filter rules with different packet combinations

Ring 2 ports for the ring in order to guarantee a recovery time below 300 ms
VLAN Port-based VLAN

Tagged VLAN IEEE 802.1Q

Class of Service

IEEE802.1p Class of Service with 4 priority queues per port

Spanning Tree

IEEE802.1d Spanning Tree and IEEE802.1w Rapid Spanning Tree

IGMP IGMP v1 and query mode with up to 256 groups
SNTP SNTP for time synchronization

SMTP SMTP server and e-mail accounts for event messages
Port Mirror Only TX packets or TX and RX packets

Firmware Update

TFTP firmware update, TFTP backup and restore

Alarm contact

Relay contact 25 VDC (1A) / 60 VDC (0.3 A)

Bandwidth control

Ingress and egress with combination options

DHCP Client

DHCP client function to receive an IP address from the DHCP server
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7 GPL/LGPL guarantee and liability exclusion

The e-light ?"* switches from eks Engel GmbH & Co. KG (referred to as eks in the following) also include
open source software components in addition to proprietary software. The open source software is
provided to you according to the conditions of the GNU General Public License (GPL) and the GNU
Lesser General Public License (LGPL) free of license fees. It was written by third parties and is subject to
copyright. You are entitled to use open source software according to the conditions of the GPL or LGPL.
In case of a conflict between eks license conditions and the conditions of the GPL or the LGPL, the GPL

and LGPL shall apply to the open source components of the software.

The GPL and LGPL licenses and additional license information are available via the following URL on the

device (IP address upon delivery): http://<insert-device-ip/download/license.txt

VA then you may

If the source code of the open source software is not delivered with the e-light
request it via the following e-mail address (together with the associated copyright instructions):

info@eks-engel.de. The source code will be sent to you for the price the of copying and delivery costs.

2MA
. Please

All source code queries must be submitted within three years after purchasing the e-light
include a copy of the purchase receipt with your request. Please also include the exact name of the

device and the version number of the installed software.

2MA 2MA

Use of the open source software delivered with e-light in any other way with the e-light

hardware shall take place at your own risk without any liability claims against eks. For more information
about guarantee claims involving the authors of the open source software delivered with the e-light ***,

we refer to the GPL and the LGPL.

We exclude all liability for damage that results from any changes completed by third parties other than
eks on parts of the software or the configuration. We exclude all liability on behalf of eks if the open
source software violates copyrights of third parties. In case of changes that were not made to the

software by eks, we shall not provide any technical support.
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